
 

The Societas Trust:  
….. Primary Academy 
Online-Safety Policy  

 
1. Introduction 

The Societas Trust and its academies take the safety of all children and adults 
very seriously. This policy has been written to protect all children and adults. 
We recognise that Online-Safety encompasses internet technologies and 
electronic communications such as mobile phones as well as collaboration 
tools and personal publishing. It highlights the need to educate pupils about 
the benefits and risks of using technology and provides safeguards and 
awareness for users to enable them to control their online experience. 

This policy will operate in conjunction with other policies including those for 
Behaviour Management, Anti - Bullying, Teaching and Learning, GDPR Data 
Protection and the Information Security policy (list is not exhaustive). 

 

2. End to End e-Safety 

Online-Safety depends on effective practice at a number of levels:  

 Responsible use of technology by all staff and students; encouraged by 
education and made explicit through published policies. 

 Sound implementation of online-safety policy in both administration and 
curriculum, including secure school network design and use. 

 Safe and secure broadband from the Staffordshire County Council with 
content aware filtering ensuring a safe online environment for pupils.  

 Symantec Endpoint Protection on all computers with network and 
protection threat monitoring. 

 

3. 3. Academy Online-Safety policy 

The academy  has an Online-Safety leader.  The co-ordinator is also the 
Designated Child Protection leader as the roles overlap. 

This Policy has been written following Local Authority guidance.  It will be 
reviewed annually.  Online-Safety rules will be posted in all networked rooms 
and discussed with pupils at regular intervals. Online-Safety training will be 
embedded within the Computing scheme of work. 

4. Teaching and learning 

Why Internet use is important 

The Internet is an essential element in 21st century life for education, business 
and social interaction. The academy has a duty to provide children with quality 
Internet access as part of their learning experience.  Internet use is also a part 
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of the statutory curriculum and a necessary tool for staff and pupils.  
Guidelines: 

 Pupils will be taught what Internet use is acceptable and what is not and 
given clear objectives for Internet use. 

 Pupils will be educated in the effective use of the Internet in research, 
including the skills of knowledge location, retrieval and evaluation. 

 Pupils will be taught how to evaluate Internet content. 

 The academy will ensure that the use of Internet derived materials by 
staff and pupils complies with copyright law as far as possible. 

 Pupils will be taught to be critically aware of the materials they read and 
shown how to validate information before accepting its accuracy. 

 Pupils use the Internet widely outside school and will need to learn how 
to evaluate Internet information and to take care of their own safety and 
security. 

 

Education and Training 

We foster a 'No Blame' environment that encourages pupils to tell a teacher / 
responsible adult immediately if they encounter any material that makes them 
feel uncomfortable.  Pupils and staff must know what to do if they find 
inappropriate web material i.e. to press a Hector character and tell a teacher 
who in turn can tell the e-safety leader.  We will ensure that pupils and staff 
know what to do if there is a cyber-bullying incident. We have a clear, 
progressive e-safety education programme throughout all Key Stages.  

 

5, Managing Internet Access 
 

Information system security  

Academy computer systems capacity and security will be reviewed regularly. 
Virus protection will be updated regularly.  Security strategies will be discussed 
with the Entrust Learning Technologies. 

 

E-mail  

Pupils may only use approved e-mail accounts on the academy system.  
Pupils must immediately tell a teacher if they receive offensive e-mail.  Pupils 
must not reveal personal details of themselves or others in e-mail 
communication, or arrange to meet anyone without specific permission. 
Incoming e-mail should be treated as suspicious and attachments not opened 
unless the author is known. E-mail sent to an external organisation should be 
written carefully and authorised by a member of staff, before sending, in the 
same way as a letter written on academy headed paper. The forwarding of 
chain letters is not permitted. 
 

Published content and the academy website 

We value the contribution that a website can make to the life and role of the 
academy in a modern society; our website has these important roles: 
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1. To promote the academy 

2. To provide information to prospective parents and teachers, the wider 
community and the world 

3. To act as a communication channel between teachers, parents, pupils 
and academy leaders 

4. To improve pupils learning 

5. To raise standards in teaching and learning 

 

Safeguarding 

The contact details on the Website should be the academy address, e-mail 
and telephone number. Staff or pupils’ personal information will not be 
published.  The Head Teacher will take overall editorial responsibility and 
ensure that content is accurate and appropriate.  

 

Publishing pupil’s images and work  

Photographs that include pupils will be selected carefully.  Pupils’ full names 
will not be used anywhere on the Website or Blog, particularly in association 
with photographs. Written permission from parents or carers will be obtained 
before photographs of pupils are published on the academy website. 

 

Privacy  

Adults have the right to refuse permission to publish their image on the 
published site or extranet. Parents/carers also have the right to refuse 
permission for their child’s work and/or image to be published on the published 
site or internet. Parents are asked to complete a form to say where their child’s 
picture/work can be used on entry.   

 

Monitoring  
Teachers and the members of the senior leadership team will check material 
before it is uploaded to ensure that it is suitable and complies with the record 
of objections held by the Head Teacher and with copyright laws (as far as is 
possible).  
 
The web pages will be regularly reviewed for accuracy and will be updated as 
required. This review will occur at least annually. It will be the responsibility of 
the Site Administrators, academy leaders and staff to ensure this happens. 

 

Social networking and personal publishing  

The academy will block/filter access to social networking sites. Newsgroups 
will be blocked unless a specific use is approved. Pupils will be advised never 
to give out personal details of any kind which may identify them or their 
location. Pupils and parents will be advised that the use of social network 
spaces outside school is inappropriate for primary aged pupils. Pupils will be 
advised to use nicknames and avatars if they use social networking sites. They 
will also be advised not to place personal photos on any social network space. 
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They should consider how public the information is and consider using private 
areas. Parents and carers will also be advised to regularly check their privacy 
settings as they change regularly on social networking sites. Advice should be 
given regarding background detail in a photograph which could identify the 
student or his/her location e.g.  house number, street name or academy. 

 

Managing filtering 
The academy  will work with the Local Authority, Department for Education and 
the Internet Service Provider to ensure systems to protect pupils are reviewed 
and improved. If staff or pupils discover an unsuitable site, it must be reported 
to the Online-Safety leader. Senior staff will ensure that regular checks are 
made to ensure that the filtering methods selected are appropriate, effective 
and reasonable. 

 

Managing emerging technologies  

Emerging technologies will be examined for educational benefit and a risk 
assessment will be carried out before use in school is allowed. The academy 
leadership team should note that technologies such as mobile phones with 
wireless Internet access can bypass academy filtering systems and present a 
new route to undesirable material and communications. Children’s mobile 
phones should not be brought into the academy. Those that are brought into 
the academy should be left with the academy office at the start of the day. 
Mobile phones will not be used during lessons or formal school time. The 
sending of abusive or inappropriate text messages or files by Bluetooth or any 
other means is forbidden. 
 
Protecting personal data 
Personal data will be recorded, processed, transferred and made available 
according to the General Data Protection Regulation (GDPR) (25 May 2018)* 
Privacy Notice. 
 
Privacy Notice – General Data Protection Regulation (GDPR) (25 May 2018)*  
 
The Societas Trust is a data controller for the purposes of the General Data 
Protection Regulation. Its academies collect personal information from 
parents/carers and may receive information about pupils from their previous 
school and the Learning Records Service. We hold this personal data to:  

 Support children’s learning;  

 Monitor and report on pupil progress;  

 Provide appropriate pastoral care, and  

 Assess how well we as a school are doing.  
 
Information about parents/carers and children that we hold includes contact 
details, national curriculum assessment results, attendance information and 
personal characteristics such as your ethnic group, any special educational 
needs and relevant medical information.  
 
We will not give information about parents/carers and children to anyone 
without consent unless the law allows us to.  
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We are required by law to pass some information about pupils to the Local 
Authority (LA) and the Department for Education and Ofsted. Where 
appropriate we will send to relevant National Health Service Personnel (e.g. 
school nurses, the NHS Health Informatics Team) information on individual 
pupils changing school (or address) to ensure continuity of health care.  
 
If parents/carers want to receive a copy of the information about their child that 
we hold or share, they need to make a written request to the academy. If 
parents/carers need more information about how the LA and DfE store and 
use information, it is available on the following websites:  
 
http://www.staffordshire.gov.uk/health/childrenandfamilycare/yourdata/Yourdat
a.aspx  
or https://www.gov.uk/data-protection-how-we-collect-and-share-research-data  
If you cannot access these websites, please contact the LA or DfE as follows:  
 

 Information Governance Unit  
Staffordshire County Council  
St Chad’s Place  
Stafford ST176 2LR  
Email: foi@staffordhisre.gov.uk  

 

 Public Communications Unit Department for Education Sanctuary 
Buildings Great Smith Street London SW1P 3BT  

 
Website: https://www.gov.uk/government/organisations/department-for-
education  
Email: http://www.education.gov.uk/help/contactus  
Telephone: 0370 000 2288 
 

* Please refer to the Privacy Notice which has been posted onto the Trust 
and Academy Website 

6. Policy Decisions 

Authorising Internet access 

All staff must read and sign the ‘Acceptable Computing Use Agreement’ before 
using any academy  computing resource. The academy  will keep a record of 
all staff and pupils who are granted Internet access. The record will be kept up-
to-date, for instance a member of staff may leave or a pupil’s access be 
withdrawn. At Key Stage 1, access to the Internet will be by adult 
demonstration with occasional directly supervised access to specific, approved 
on-line materials. Parents will be asked to sign and return a consent form.  



5  
 

Assessing risks 

The academy  will take all reasonable precautions to ensure that users access 
only appropriate material. However, due to the international scale and linked 
nature of Internet content, it is not possible to guarantee that unsuitable 
material will never appear on an academy computer. Neither the academy  nor 
The Societas Trust can accept liability for the material accessed, or any 
consequences of Internet access.  The academy  will audit technological 
provision to establish if the online-safety policy is adequate and that its 
implementation is effective. Pupils will be taught online-safety rules and it is 
part of the curriculum to know these and what to do if they see something they 
do not like. Online-safety is paramount in all lessons; this is monitored 
regularly by the Computing leader by pupil interviews, book trawls and learning 
walks.  

Handling online-safety complaints  

Complaints of Internet misuse will be dealt with by a senior member of staff. 
Any complaint about staff misuse must be referred to the Head Teacher. 
Complaints of a child protection nature must be dealt with in accordance with 
academy safeguarding procedures.   

 

Community use of the Internet 

The academy will liaise with local organisations to establish a common 
approach to online-safety.  
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7. How will Cyberbullying be managed? 

Cyberbullying can be defined as ‘The use of Information Communication 
Technology, particularly mobile phones and the internet to deliberately hurt or 
upset someone’.  (DCSF 2007)  Many young people and adults find that using 
the internet and mobile phones is a positive and creative part of their everyday 
life.  Unfortunately, technologies can also be used negatively.  When children 
are the target of bullying via mobile phones, gaming or the Internet, they can 
often feel very alone, particularly if the adults around them do not understand 
cyberbullying and its effects. A once previously safe and enjoyable 
environment or activity can become threatening, harmful and a source of 
anxiety.  It is essential that young people, academy staff and parents and 
carers understand how cyberbullying is different from other forms of bullying, 
how it can affect people and how to respond and combat misuse.  

Where bullying outside school (such as online or text) is reported to the 
academy, it will be investigated and acted on.  Although bullying itself is not a 
specific criminal offence in the UK, it is important to bear in mind that some 
types of harassing or threatening behaviour or communications could be a 
criminal offence, for example under the Protection from Harassment Act 1997, 
the Malicious Communications Act 1988, the Communications Act 2003, and 
the Public Order Act 1986.  If academy staff feels that an offence may have 
been committed they will seek assistance from the police. 

 Cyberbullying (along with all other forms of bullying) of any member of 
the school community will not be tolerated.  Full details are set out it in 
the academy’s Behaviour Management and Anti-bullying policies. 

 There are clear procedures in place to support anyone in the academy 
affected by cyberbullying. 

 All incidents of cyberbullying reported to the academy will be recorded. 

 There will be clear procedures in place to investigate incidents or 
allegations of cyberbullying. 

 Pupils, staff and parents/carers will be advised to keep a record of the 
bullying as evidence. 

 The academy will take steps to identify the bully, where possible and 
appropriate.  This may include examining academy system logs, 
identifying and interviewing possible witnesses and contacting the 
service provider and the police, if necessary. 

 Pupils, staff and parents/carers will be required to work with the 
academy  to support the approach to cyberbullying and the academy’s 
online-safety ethos. 

 Sanctions for those involved in cyberbullying may include: 

- The bully will be asked to remove any material deemed to be 
inappropriate or a service provider may be contacted to remove content 
if the bully refuses or is unable to delete content. 
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- Internet access may be suspended at the academy  for the user for a 
period of time.  Other sanctions for pupils and staff may also be used in 
accordance to academy’s Anti-bullying, Behaviour Management policy 
or Acceptable Use Policy. 

- Parent/carers of pupils will be informed. 

- The police will be contacted if a criminal offence is suspected. 

 

8. Communications Policy 

Introducing the Online-Safety policy to pupils 

Online-Safety rules will be posted in all networked rooms and discussed with 
the pupils at regular intervals.  Pupils will be informed that network and Internet 
use will be monitored. A program of training in Online-Safety will be developed, 
based on the materials from CEOP. Online-Safety training will be embedded 
within the Computing scheme of work. Online-Safety is taught and explained in 
all appropriate lessons and is part of the Primary Academy success criteria; 
this is closely monitored by the Computing leader.  

Enlisting parents’ support 

Parents’ attention will be drawn to the Academy  Online-Safety Policy in 
newsletters, the academy  brochure and on the academy  web site. 

 

Staff and the Online-Safety policy 

All staff will be given the academy Online-Safety Policy and its importance 
explained. They should be aware that Internet traffic can be monitored and 
traced to the individual user. Discretion and professional conduct is essential. 

 

9. Failure to Comply 
 
Failure to comply in any way with this policy will be considered a serious risk to 
health & safety and all incidents of non-compliance will be investigated by a 
senior member of staff, and could result in access to the Internet being 
withdrawn. 

 

Appendix 1  Online-Safety Audit 

Appendix 2  Internet use - Possible teaching and learning activities 

Appendix 3   Example Acceptable Use Agreement – pupil 
Appendix 4  Example Acceptable Use Agreement - staff  
 
 
Reviewed and agreed by the Directors’ Board on 4 July 2019 - to be reviewed 
annually.
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Appendix 1:  
 
Online-Safety Audit 

This quick self-audit will help the senior management team (SLT) assess 
whether the e-safety basics are in place to support a range of activities that 
might include those detailed within Appendix 1. 

 

Has the academy an Online-Safety Policy that complies with CFE 
guidance? 

Y/N 

Date of latest update: XXXXXX 

The Policy was agreed by governors on: next meeting 

The Policy is available for staff on the academy website. 

And for parents at: xxxxxxxxxxx  or from the main academy office 

The Designated Child Protection Coordinator is: XXXXXXXXXXX 

The e-Safety Leader is: XXXXX 

Has e-safety training been provided for both students and staff? Y/N 

Do all staff sign a Code of Conduct on appointment?  Y/N 

Do parents sign and return an agreement that their child will comply 
with the academy Online-Safety Rules?   

Y/N 

Have Online-Safety Rules been set for students?   Y/N 

Are these Rules displayed in all rooms with computers? Y/N 

Internet access is provided by an approved educational Internet 
service provider and complies with DfES requirements for safe and 
secure access (e.g. the Kent Community Network).   

 

Y/N 

Has a Computing security audit been initiated by SMT, possibly using 
external expertise?  

Y/N 

Is personal data collected, stored and used according to the 
principles of the GDPR Data Protection Regulation?   

Y/N 
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Appendix 2: Internet use - Possible teaching and learning activities  
 

Activities  Key online-safety issues Relevant websites 

Creating web 
directories to provide 
easy access to 
suitable websites. 
 

Parental consent should be 
sought. 

Pupils should be supervised. 

Pupils should be directed to 
specific, approved on-line 
materials.  

 

Web directories e.g.  
Ikeep bookmarks 
Webquest UK 
Kent Grid for Learning 
(Tunbridge Wells 
Network) 

Using search 
engines to access 
information from a 
range of websites. 

 

Parental consent should be 
sought. 

Pupils should be supervised. 

Pupils should be taught what 
internet use is acceptable and 
what to do if they access material 
they are uncomfortable with. 

 

Web quests e.g.  
 Ask Jeeves for kids ־
 Yahooligans ־
 CBBC Search ־
 Kidsclick ־

Exchanging 
information with 
other pupils and 
asking questions of 
experts via e-mail. 

 

Pupils should only use approved 
e-mail accounts. 

Pupils should never give out 
personal information.  

Consider using systems that 
provide online moderation e.g. 
SuperClubs. 

RM EasyMail  
SuperClubs PLUS 
Gold Star Café 
School Net Global 
Kids Safe Mail 
E-mail a children’s 
author 
E-mail Museums and 
Galleries 

Publishing pupils’ 
work on academy 
and other websites. 

 

Pupil and parental consent 
should be sought prior to 
publication.  

Pupils’ full names and other 
personal information should be 
omitted. 
 

Making the News 
SuperClubs 
Infomapper 
Headline History 
Kent Grid for Learning 
Focus on Film 

Publishing images 
including 
photographs of 
pupils.  

 

Parental consent for publication 
of photographs should be sought. 

File names should not refer to 
the pupil by name. 

Making the News 
SuperClubs 
Learninggrids  
Museum sites, etc. 
Digital Storytelling 
BBC – Primary Art 

Communicating 
ideas within chat 

Only chat rooms dedicated to 
educational use and that are 
moderated should be used. 

SuperClubs 
Skype 
FlashMeeting 
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rooms or online 
forums.  

 

Access to other social networking 
sites should be blocked. 

Pupils should never give out 
personal information.  

 

Audio and video 
conferencing to 
gather information 
and share pupils’ 
work. 

 

Pupils should be supervised. 

Only sites that are secure and 
need to be accessed using an e-
mail address or protected 
password should be used. 
 

Skype  
FlashMeeting  
National Archives “On-
Line” 
Global Leap 
Natural History 
Museum 
Imperial War Museum 
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….. Primary Academy 

Online-Safety Rules 

 

All pupils use computer facilities including Internet access as an essential 
part of learning, as required by the National Curriculum.  Both pupils and 
their parents/carers are asked to sign to show that the e-Safety Rules 
have been understood and agreed. 

 

Pupil:  Year:  

Pupil’s Agreement 

 I have read and I understand the academy Online-Safety Rules.  

 I will use the computer, network, mobile phones, Internet access and 
other new technologies in a responsible way at all times.    

 I know that network and Internet access may be monitored.  

Signed:  Date:  

Parent’s Consent for Web Publication of Work  

I agree that my son/daughter’s work may be electronically published.  

Parent’s Consent for Internet Access 

I have read and understood the acedmy online-safety rules and give 
permission for my son / daughter to access the Internet.  I understand that the 
academy will take all reasonable precautions to ensure that pupils cannot 
access inappropriate materials but I appreciate that this is a difficult task.   

I understand that the academy cannot be held responsible for the content of 
materials accessed through the Internet.  I agree that neither The Societas 
Trust nor the Academy are liable for any damages arising from use of the 
Internet facilities.  

 

Signed:  Date:  

Please print name:  

 

Please complete, sign and return to your child’s class teacher 
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Key Stage 1 

Think then Click 
These rules help us to stay safe on the Internet 

 

We only use the internet when an adult is with us 
 

 We can click on the buttons or links when we 
know what they do. 

 

 

We can search the Internet with an adult. 
 

 
We always ask if we get lost on the Internet. 

 

 

We can send and open emails together. 
 

 We can write polite and friendly emails to people 
that we know. 

B. Stoneham & J. Barrett  
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Key Stage 2 

Think then Click 

Online-Safety Rules for Key Stage 2 

 We ask permission before using the Internet. 

 We only use websites that an adult has chosen. 

 We tell an adult if we see anything we are uncomfortable with. 

 We immediately close any webpage we not sure about. 

 We only e-mail people an adult has approved. 

 We send e-mails that are polite and friendly. 

 We never give out personal information or passwords. 

 We never arrange to meet anyone we don’t know. 

 We do not open e-mails sent by anyone we don’t know. 

 We do not use Internet chat rooms. 
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Appendix 4 
Staff Acceptable Use Agreement / Code of conduct 
 
Computing and the related technologies such as email, the internet and mobile 
phones are an expected part of our daily working life in school. This policy is 
designed to ensure that all staff are aware of their professional responsibilities 
when using any form of Computing. All staff are expected to sign this policy 
and adhere at all times to its contents. Any concerns or clarification should be 
discussed with ….., Academy Online-Safety leader. 
 

 I will only use the academy’s ’s email / Internet / Intranet / Learning 
Platform and any related technologies for professional purposes or for 
uses deemed ‘reasonable’ by the Head or Governing Body. 

 I will comply with the computing system security and not disclose any 
passwords provided to me by the academy or other related authorities. 

 I will ensure that all electronic communications with pupils and staff are 
compatible with my professional role 

 I will only use the approved, secure email system(s) for any academy 
business. 

 I will ensure that personal data (such as data held on SIMS) is kept 
secure and is used appropriately, whether in school, taken off the 
academy  premises or accessed remotely. 

 I will not browse, download or upload material that could be considered 
offensive or illegal. 

 I will not send to pupils or colleagues material that could be considered 
offensive or illegal.  Images of pupils will only be taken and used for 
professional purposes and will not be distributed outside the academy  
network without the permission of the parent/ carer. 

 I understand that all my use of the Internet and other related 
technologies can be monitored and logged and can be made available, 
on request, to my Line Manager or Head Teacher. 

 I will respect copyright and intellectual property rights. 

 I will support and promote the academy’s  Online-Safety policy and help 
pupils to be safe and responsible in their use of Computing and related 
technologies. 

 
User Signature 
I agree to follow this code of conduct and to support the safe use of Computing 
throughout the academy  
 
 
 
Signature ____________________________   Date _____________ 
 
 
Full Name __________________________________ 


